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Abstract—This work provides a indication of the potential of
using intelligent load shifting to increase the privacy of building
occupants. Unwanted interception of smart meter communica-
tions and subsequent load disaggregation by third parties can
potentially reveal private information about building occupants
such as occupant demographics and occupancy/appliance sched-
ules. Shifting loads and exploiting flexibility in appliance usage in
a way that minimally impacts occupants can obfuscate revealing
information in the aggregate power signature of a building.
Unlike security measures such as encryption, the techniques
proposed here use a building’s inherent resources, removing the
value from disaggregating the signal in the first place.

I. INTRODUCTION

The emergence of “connected” devices in the power grid;
that is, electronic devices which have wireless communica-
tion capabilities, is rapidly evolving. The network in which
these devices communicate and through which information is
readily available and easily accessible is sometimes deemed
the “Internet of Things” (IoT) due to the interconnectedness
and ability to monitor a variety of devices and appliances that
is comparable to the internet. The wireless communication
capabilities of many smart electricity meters, for example,
allow for the ease of information exchange between buildings
and utility companies on granular timescales [1]. This has
enabled automated reading of electricity meters for billing,
whereas previously the meters had to be read manually to
charge consumers for energy usage. However, the increase
in communication capabilities between buildings and the grid
brings an increase in security and privacy concerns that is
recognized in both industry, government, and even in the
general public [2]-[4]. For example, if a building is per-
forming a routine service of communicating their demand
profile to the utility company and this data is intercepted,
this interception could reveal private information regarding
the occupancy of the building and behavior of the occupants.
Because of the continuing advancement of load disaggregation
technologies, these demand profiles can be classified into
individual appliance categories, uncovering detailed behaviors
about occupants such as what times the occupants are in the
building and what appliances are in use [4]-[6].

Load disaggregation, also known as non-intrusive load
monitoring (NILM), is a field of research that analyzes the
aggregate power consumption of a building and disaggre-
gates the signal into individual appliance signatures without
requiring invasive and expensive monitoring of individual
devices or circuit breakers [7], [8]. In contrast to monitoring

each individual appliance, NILM allows for a less invasive,
more cost effective solution to determining the usage patterns
of building loads by simply using existing electricity meter
technology. By using the information from the disaggregated
load profiles, building owners can determine the breakdown
of their energy consumption and determine how to use energy
more efficiently [9]. Load disaggregation may also provide
valuable diagnostics for appliances by monitoring changes in
their typical power consumption and alerting a homeowner
when something goes wrong with an appliance. While the
benefits of disaggregating load certainly exist, many risks
also exist. First and foremost, hackers can also use these
services and technologies to their advantage; an interception
of these load patterns can reveal private information about
individuals, such as their typical occupancy patterns [5], and
which appliances they are using at what times [6], [10].

Masking the energy patterns in households due to the
emergence of smart meters and NILM technologies has been
analyzed previously [11]-[14]. In [11]-[14], battery storage
is strategically charged and discharged to balance out and
flatten the load profile. However, using energy storage to
mask recoverable information with NILM algorithms has the
potential degrade the battery due to constant charging and
discharging [15]. Instead, it may be beneficial to look at load
obfuscation by using a variety of building loads. In this paper,
we attempt to decrease the NILM accuracy as much as possible
by shifting existing loads such as electric heating/cooling
resources, and by considering new resources such as electric
vehicles. We use the non-intrusive load monitoring toolkit
(NILM-TK) [16] with homes from the REDD dataset [17]
to test the impact of flexible loads on the rate of accuracy
of appliance identification. Specifically, we examine two test
cases: 1) when the home has an electric vehicle of varying en-
ergy capacity that can obfuscate the true appliance signatures;
and, 2) when the electric furnace control is optimized, rather
than controlled via typical hysteresis (“bang-bang”) control.
The results show an overall decrease in NILM accuracy, due
to the load profile being flattened from the EV charging, and
from the implementation of an unpredictable/atypical furnace
power pattern.

II. PROBLEM DEFINITION

It was assumed in the following results that a supervised
training period of 10 days was performed using the top 5-
energy consuming appliances for each considered home. In
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Fig. 1. A flowchart of the overall training/testing procedure from start to finish for the two considered test cases, indicating what MATLAB/Python toolbox

or function was used to solve the problem during particular steps.

reality, this is a conservative assumption, due to the fact that
it is unlikely for a third-party to have this initial training
set. Two popular algorithms for NILM were considered; the
Factorial Hidden Markov Model (FHMM) and Combinatorial
Optimization (CO) provided in NILM-TK. A five-minute
timescale was used (i.e., the REDD data was downsampled
to 5 minutes). In the following, the problem definitions for
the two considered test cases are defined, with a graphical
illustration of the training/testing process shown in Fig. 1.

A. Electric Vehicle Charging Obfuscation

Optimizing EV charging has many benefits [18], including
the ability to obfuscate load signatures. In contrast to previous
works which use energy storage for load obfuscation, we
assume that the electric vehicle has additional constraints that
stationary storage does not possess. Firstly, we assume the EV
is unavailable during normal working hours (9:00 AM - 5:00
PM), and therefore is unable to contribute to load obfuscation
during this time. Secondly, we assume the EV is 20% charged
when the owner arrives at home at 5:00 PM every day, and that
the owner requires the car to be charged at 100% capacity by
9:00 AM before the owner leaves for work. The optimization
problem for EV scheduling, given these constraints, is given
in (P1).
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where EVE(t) is the state of charge of the EV at time ¢,
EVIgt) is power consumption of the EV at time ¢, EV 5, and

EV g are the lower and upper capacity limits of the EV,
EVp is the maximum charge rate, Pag)g is the aggregate
power consumption of the other considered appliances at time
t (uncontrollable input), At is the length of each timestep, 7
includes time periods when the EV is unavailable (at work), 7/
includes time periods when the user needs the EV to be fully
charged, and T is the overall simulation time. The objective
function aims to schedule EV charging in order to flatten the
aggregate load profile.

B. Shifting Electric Furnace Usage

From the existing furnace data in the homes in the REDD
dataset and the historical outdoor weather profile for that
corresponding day/location, the building envelope (1), cool-
ing/heating gain (fs), and solar gain (f3) were estimated and
linked together in the following linear building model [19]:

T =178 4 gy (T8, — TD) = Bof D + 8P,

where f! € {0,1} is a binary variable indicating if the furnace
is off (0) or on (1) at time ¢. State variable Ti(:L) represents the
indoor temperature at time ¢, T(Si)t is the outdoor temperature
at time ¢, and Pr(:;)d is the solar irradiance at time ¢.

The duty cycle of the furnace at hour h, d.(h) € [0,1],
was estimated from the training data by counting the number
of 5-minute periods the furnace was on divided by the total
number of timeslots within an hour (12):

5:1 ﬂ[fl,+inf] (fp(K))
12

where f,(k) is the measured furnace power consumption at
timestep & within hour h, f,(k) is the minimum cutoff power
measured where the furnace is considered “on” (to avoid
labeling the furnace as on from measurement noise).

The objectives considered in this test case aim to flatten the
aggregate load profile by shifting furnace usage, as in (P1), in
addition to matching the original duty cycle of the furnace as
close as possible per hour. This way, the same heating energy
will be delivered to the home, aiming to keep the indoor air




temperature within desirable bounds. The rated power of the
furnace was inferred from the dataset and assumed to be the
furnace’s operating power when running the house model (a
similar analysis could be performed during cooling seasons
for air conditioning). A desired setpoint and deadband were
estimated from the outdoor temperature and the measured duty
cycle of the furnace. While the entire optimization problem for
the electric furnace is not listed here due to space constraints,
an overview of the procedure is seen in Fig. 1.

III. TEST CASES

The two aforementioned test cases are discussed in this
section, and results are shown indicating the benefit of load
flexibility with respect to privacy preservation.

A. Electric Vehicle Charging

House 1 in the REDD dataset was used to demonstrate the
privacy impacts with the addition of an electric vehicle. Fig.
2 shows the power consumption of the EV with respect to the
aggregate energy from the top 5 energy consuming appliances
in that house (dishwasher, fridge, lights, microwave, and
sockets). The EV was assumed to have a state of charge
of 20% when the owner comes home at 5:00 PM, and was
required to be fully charged by the time the owner leaves
at 9:00 AM. As seen in Fig. 2, the EV charging algorithm
attempts to flatten the overall load profile, making it more
difficult to recover unique load signatures. The root mean
square error increases for nearly every appliance as compared
to the case without an EV, as seen in Fig. 3. Further, as
the available capacity of the EV increases, more flexibility
is offered for load obfuscation, and the prediction accuracy
decreases for both the FHMM and CO algorithms.

B. Electric Furnace Shifting

House 4 in the REDD dataset, which contains an electric
furnace, was used in this test case. A baseline power con-
sumption of 450 W was used for the furnace output, and the
on/off decisions for the furnace were determined in the mixed-
integer optimization problem, which aims to flatten load by
shifting the furnace usage, while maintaining a desired duty
cycle / heat energy output per hour. Fig. 4 shows how close
to the original duty cycle the optimization problem was able
to schedule the furnace for each hour of the considered test
day, in order to preserve the indoor comfort requirements
of the homeowner. The actual shifting of furnace power is
shown in Fig. 5, where the new furnace power profile is
plotted against the actual measured data. The furnace usage
is not dramatically shifted throughout the day; however, by
shifting the consumption slightly, the RMSE of the prediction
algorithms still decreases overall, as tabulated in Table I
While the optimization of furnace usage indicates an overall
decrease in accuracy, it can be seen from the table that the
accuracy in identifying lights increased. This is because on/off
thermal loads do not provide as much flexibility compared
to the EV case, especially when constraints such as thermal
comfort are considered. In addition, the indoor temperature,
as modeled in the problem constraints by the aforementioned

TABLE I
RMSE INCREASE DURING APRIL 21 DUE TO FURNACE USAGE SHIFTING
% Increase in RMSE | FHMM | CO
Furnace 12.7% 37.0%
Lights -29.6% | -2277%
Sockets 24.7% 209.5%
Washer/Dryer 1.3% 18.1%

house model, cycles around the setpoint of 69° and stays
within the given deadband of +/-2 degrees, as seen in Fig.
6. A more detailed model fitting strategy for the house model
should be considered in the future; this is a main objective of
future work on this topic.

IV. CONCLUSION AND FUTURE WORK

The results presented in this paper provide an initial in-
dication of how leveraging a building’s flexible loads can
increase the overall resiliency of a building to unwanted load
disaggregation. Having very flexible devices such as energy
storage or plug-in electric vehicles can drastically decrease the
NILM accuracy rate; whereas more constrained devices such
as controlling an electric furnace can provide less flexibility
but still improve the privacy of the homeowner. Currently,
the formulation assumes perfect predictions of load, which
is unrealistic. Future work will incorporate stochasticity into
the problem, perhaps in a stochastic model predictive control
approach. This will make the framework more robust to
uncertainty (for example, the EV user coming home at a time
other than 5:00 PM, or leaving at some point in the evening).
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Fig. 2. EV and aggregate appliance power consumption for House 1 for two days during April 2011, with an available 60 kWh EV capacity. Using strategic
electric vehicle charging can flatten the aggregate load profile, obfuscating individual appliance signatures. In contrast to stationary energy storage, additional
constraints were imposed on the EV; during work hours (9:00 AM - 5:00 PM), the EV is unavailable to participate in load obfuscation. In addition, the EV
comes home each day charged at 20% of its full capacity, and it is required that the EV is fully charged by morning (9:00 AM).
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Fig. 3. Root mean square error (RMSE) for House 1 for a single day in
April, 2011. Compared to the baseline RMSE from the home without load
obfuscation, using strategic EV charging results in an overall increase in
prediction error.
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Fig. 4. To minimize the indoor comfort impact, the optimized duty cycle of
the furnace for each hour attempts to match the original duty cycle.
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Fig. 5. Instead of assuming the furnace operates under hysteresis control, the
on/off control of the furnace was determined in an optimization problem to
attempt to flatten the aggregate load profile.
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